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 eSAFETY, ACCEPTABLE USE OF THE INTERNET & DIGITAL TECHNOLOGIES

POLICY

eSafety and Acceptable Use Policy (AUP)

This policy is based on and complies with DENI Circular 2013/25 on eSafety and Acceptable Use Policy guidelines, which highlights schools' responsibility to have in place an eSafety policy and an Acceptable Use Policy (AUP). 

Introduction
In St. Mary’s Primary School, we believe that the Internet and other digital technologies are very powerful resources which can enhance and potentially transform teaching and learning when used effectively and appropriately.  The Internet is an essential element of 21st century life for education, business and social interaction.  This school provides pupils with opportunities to use the excellent resources on the Internet, along with developing the skills necessary to access, analyse and evaluate them.

This eSafety policy sets out measures taken by St, Mary’s Primary School to 'mitigate risk through reasonable planning and actions' (DENI, 2013, 2.2) in areas of internet technology and other electronic communication mediums such as mobile phones, games consoles and wireless technology. The policy has been drawn up by the staff of the school under the leadership of the Principal & ICT coordinator.  

It has been approved by governors and circulated to all parents.

The policy and its implementation will be reviewed regularly. 

What is eSafety?

eSafety is electronic safety. It highlights the responsibility of the school, staff, governors and parents to mitigate risk through reasonable planning and actions. eSafety covers not only Internet technologies but also electronic communications via mobile phones, games consoles and wireless technology. 

In relation to St. Mary’s Primary School, eSafety is;

· concerned with safeguarding our pupils in the digital world; 

· emphasises learning to understand and use new technologies in a positive way; 

· is less about restriction and focuses on education about the risks as well as the benefits so that users feel confident online; 

· is concerned with supporting pupils to develop safer online behaviours both in and out of school; and 

· is concerned with helping pupils recognise unsafe situations and how to respond to risks appropriately. 

Our eSafety policy operates in conjunction with our other school policies including Discipline, Child Protection, Anti-Bullying and Acceptable Use (AUP). eSafety is planned for and delivered as part of the curriculum in our school as part of Using ICT across the curriculum.

Professional Development of Teaching Staff at St. Mary’s;

Teachers are the first line of defence in eSafety; their observation of behaviour is essential in recognising concerns about pupils and in developing trust so that issues are reported. Incidents will vary from the prank or unconsidered action to illegal activity. As part of our eSafety, staff will have the opportunity to avail of access to training and support to determine what action is appropriate including when to report an incident of concern to the school Designated Teacher for Child Protection or a member of the Schools’ Safeguarding Team for Child Protection. Staff are also informed and provided with additional support and advice from C2k, Social Services or the PSNI if required. 

Education of Pupils 

The Internet is an integral part of pupils’ lives, both inside and outside school. There are ways for pupils to experience the benefits of communicating online with their peers, in relative safety. Two of the main resources for educating children at St. Mary’s Primary School if the importance of eSafety are;

Child Exploitation and Online Protection (CEOP) which explains how to be SMART online, and;

Childnet International. This is a non-profit organisation working to “help make the Internet a great and safe place for pupils”. Our school uses many of the Childnet-produced materials to support the teaching of eSafety at Key Stage One and Two. We also use these materials to inform parents, staff and governors.

Risk Assessments 

21st century life presents dangers including violence, racism and exploitation from which pupils need to be reasonably protected. At an appropriate age and maturity, they will need to learn to recognise and avoid these risks — to become “Internet-wise” and ultimately good “digital citizens”. Schools need to perform risk assessments on the technologies within their school to ensure that they are fully aware of and can mitigate against the potential risks involved with their use. Pupils need to know how to cope if they come across inappropriate material or situations online. The school risk assessments should inform the teaching and learning, develop best practice and be referenced in the school’s Acceptable Use Policy.

Cyber Bullying 

Staff at St. Mary’s are aware that pupils may be subject to cyber bullying via electronic methods of communication both in and out of school. This form of bullying is addressed within our school's overall anti -bullying policy and pastoral services as well as this eSafety policy. 

Social media is rarely used for teaching and learning, also children are educated about the risks and issues related to social media. Each of the social media technologies can offer much to our school and pupils but each brings its own unique issues and concerns and as such when considering using a social media platform staff are asked to discuss this with the ICT coordinator.

Cyber Bullying can take many different forms and guises including: 

· Email – nasty or abusive emails which may include viruses or inappropriate content. 

· Instant Messaging (IM) and Chat Rooms – potential to transmit threatening or abusive messages perhaps using a compromised or alias identity. 

· Social Networking Sites – typically includes the posting or publication of nasty or upsetting comments on another user’s profile. 

· Online Gaming – abuse or harassment of someone using online multi-player gaming sites. 

· Mobile Phones – examples can include abusive texts, video or photo messages.

· Abusing Personal Information – may involve the posting of photos, personal information, fake comments and blogs, or pretending to be someone online without that person’s permission. 

Whilst cyber-bullying may appear to provide anonymity for the bully, most messages can be traced back to their creator and pupils should be reminded that cyber-bullying can constitute a criminal offence. While there is no specific legislation for cyber-bullying, the following may cover different elements of cyber-bullying behaviour: 

· Protection from Harassment (NI) Order 1997 

http://www.legislation.gov.uk/nisi/1997/1180 

· Malicious Communications (NI) Order 1988 

http://www.legislation.gov.uk/nisi/1988/1849 

· The Communications Act 2003 

http://www.legislation.gov.uk/ukpga/2003/21 

It is important that pupils are encouraged to report incidents of cyber-bullying to both the school and, if appropriate, the PSNI to ensure the matter is properly addressed and the behaviour ceases. 

Schools should also keep good records of cyber-bullying incidents to monitor the effectiveness of their preventative activities, and to review and ensure consistency in their investigations, support and sanctions.

At St. Mary’s Primary School, pupils are encouraged to report incidents of cyber-bullying to both the school and, if appropriate, the PSNI to ensure the matter is properly addressed and the behaviour ceases. 

Cyber-bullying incidents will be monitored and recorded by the ICT coordinator.

Email security 

C2k recommend that all staff and pupils should be encouraged to use their C2k email system. They also advise that staff should not use home email accounts for school business. 

The C2k Education Network filtering solution provides security and protection to C2k email accounts. The filtering solution offers scanning of all school email ensuring that both incoming and outgoing messages are checked for viruses, malware, spam and inappropriate content.  

Internet security 

Staff and pupils accessing the Internet via the C2k Education Network will be required to authenticate using their C2k username and password. This authentication will provide Internet filtering via the C2k Education Network solution. 

Access to the Internet via the C2k Education Network is fully auditable and reports are available to the school principal. Where staff and pupils are using non C2k Equipment on a legacy network or if they are accessing the Internet through school provided non C2k connections, schools should ensure that they take appropriate measures to safeguard this equipment against security breaches, as this equipment will not be protected by the C2k Education Network device security software. Access via this method will also not be subject to the traceability and auditability that is afforded to the C2k managed equipment.

Code of Safe Practice
When using the Internet, email systems and digital technologies, all users must comply with all relevant legislation on copyright, property theft, libel, fraud, discrimination and obscenity. The Code of Safe Practice for St. Mary’s Primary School makes explicit to all users (staff and pupils) what is safe and acceptable and what is not. 

The scope of the Code covers fixed and mobile Internet; school PCs, laptops, iPad and mobile devices and digital video equipment.  It should also be noted that the use of devices owned personally by staff and pupils but brought onto school premises (such as mobile phones, camera phones, PDAs) is subject to the same requirements as technology provided by the school. 

The ICT Co-ordinator will monitor the effectiveness of the Code of Practice, particularly in the light of new developments in technology.

Code of Practice for pupils

Pupil access to the Internet is through a filtered service provided by C2K, which should ensure educational use made of resources is safe and secure, while protecting users and systems from abuse.  Parental permission is sought from parents before pupils access the Internet.

      In addition, the following key measures have been adopted by St. Mary’s Primary School to ensure our pupils do not access any inappropriate material:

· The school’s Code of Practice for use of the Internet and other digital technologies is made explicit to all pupils and is displayed prominently; 

· Our Code of Practice is reviewed each school year and signed by pupils/parents; 

· Pupils using the Internet will normally be working in highly-visible areas of the school; 

· All online activity is for appropriate educational purposes and is supervised, where possible; 

· Pupils will, where possible, use sites pre-selected by the teacher and appropriate to their age group; 

· Pupils in Key Stage 2 are educated in the safe and effective use of the Internet, through a number of selected programmes. (See below) 

It should be accepted, that however rigorous these measures may be, they can never be 100% effective. Neither the school nor C2K can accept liability under such circumstances.

The use of mobile phones by pupils is not permitted on the school premises during school hours, unless in exceptional circumstances, where permission may be granted by a member of staff.

During school hours’ pupils are forbidden to play computer games or access social networking sites, unless specifically assigned by the teacher.

Sanctions

Incidents of technology misuse which arise will be dealt with in accordance with the school’s discipline policy. Minor incidents will be dealt with by the Principal and may result in a temporary or permanent ban on Internet use. Incidents involving child protection issues will be dealt with in accordance with school child protection procedures.

Code of practice for staff
Staff have agreed to the following Code of Safe Practice:

· Pupils accessing the Internet should be supervised by an adult at all times. 

· All pupils are aware of the rules for the safe and effective use of the Internet. These are displayed in classrooms and discussed with pupils. 

· All pupils using the Internet have written permission from their parents. 

· Recommended websites for each year group are listed on Fronter. Any additional websites used by pupils should be checked beforehand by teachers to ensure there is no unsuitable content and that material is age-appropriate. 

· Deliberate/accidental access to inappropriate materials or any other breaches of the school code of practice should be reported immediately to the Principal/ICT coordinator. 

· In the interests of system security, staff passwords should only be shared with the network manager. 

· Teachers are aware that the C2K system tracks all Internet use and records the sites visited.  The system also logs emails and messages sent and received by individual users. 

· Teachers should be aware of copyright and intellectual property rights and should be careful not to download or use any materials which are in breach of these. 

· Photographs of pupils should, where possible, be taken with a school camera and images should be stored on a centralised area on the school network, accessible only to teaching staff. 

· School systems may not be used for unauthorised commercial transactions. 

 

Internet Safety Awareness 

In St. Mary’s Primary School, we believe that, alongside having a written safety policy and code of practice, it is essential to educate all users in the safe and effective use of the Internet and other forms of digital communication.  We see education in appropriate, effective and safe use as an essential element of the school curriculum.  This education is as important for staff and parents as it is for pupils. 

Internet Safety Awareness for pupils
Rules for the Acceptable use of the Internet are discussed with all pupils and are prominently displayed in classrooms.  In addition, Key Stage 2 pupils follow a structured programme of Internet Safety Awareness using a range of online resources. 

Internet Safety Awareness for staff
The ICT Coordinator keeps informed and updated on issues relating to Internet Safety and attends regular courses.  This training is then disseminated to all teaching staff, classroom assistants and supervisory assistants on a regular basis.

Internet Safety Awareness for parents
The Internet Safety Policy and Code of practice for pupils is sent home for parental signature.  Internet safety leaflets for parents and carers also are sent home on a regular basis.

 

Health and Safety
St. Mary’s Primary School have attempted, on so far as possible, to ensure a safe working environment for pupils and teachers using ICT resources in classrooms which has been designed in accordance with health and safety guidelines. Pupils are supervised at all times when Interactive Whiteboards and Digital Projectors are being used. 

 

Digital and Video Images of Pupils
Parental permission is sought to cover the use of photographs of pupils on the school website, in the local press and for displays etc within school and written permission must be obtained from parent/carer.

School Website/Facebook Page
Our school website/FB Page, will aim to promote and provide up to date information about the school, as well as giving pupils an opportunity to showcase their work and other aspects of school life.  In order to minimise risks of any images of pupils on the school website being used inappropriately the following steps will be taken:

· Group photos are used where possible, with general labels/captions; 

· The website does not include home addresses, telephone numbers, personal e-mails or any other personal information about pupils or staff. 

Storage of images

Digital and video images of pupils are, where possible, taken with school equipment.  Images are stored on a centralised area on the school network, accessible only to teaching staff.  

 

Social Software
Chatrooms, blogs and other social networking sites are blocked by the C2K filters so pupils do not have access to them in the school environment. However, we regard the education of pupils on the safe and responsible use of social software as vitally important and this is addressed through our Internet Safety Education for pupils. Instances of cyber bullying of pupils or staff will be regarded as very serious offences and dealt with according to the school's discipline policy and child protection procedures. Pupils are aware that any misuse of mobile phones/websites/email should be reported to a member of staff immediately.

 

Parental agreement
Having read the school's Internet Acceptable Use policy, parents of pupils are asked to complete and return a permission form and user agreement on behalf of their child. This is important as most homework will be online through Google Classroom. 
Approved by Governors: 

Signed: __________________________________ Chairperson

            __________________________________ Vice- Chairperson

            __________________________________ Principal


